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Îïèñàíèå ÊÁ-256

Îáîáùåííàÿ ñåòü Ôåéñòåëÿ íà 8 ðåãèñòðàõ;

Äëèíà áëîêà � 256 áèò, äëèíà êëþ÷à � 256 áèò;

Ðàóíäîâàÿ ôóíêöèÿ Z256
2 × Z96

2 → Z256
2 :

X = (X0, X1, X2, X3, X4, X5, X6, X7) →(
X1, X2 ⊕ f

(
Σ
(
X
)
⊞ b

(i)
0

)
, X3, X4, X5 ⊕ f

(
Σ
(
X
)
⊞ b

(i)
1

)
, X6, X7, X0 ⊕ f

(
Σ
(
X
)
⊞ b

(i)
2

))
ãäå

Σ(X0, X1, . . . , X7) = X1 ⊞X3 ⊞X4 ⊞X6 ⊞X7, Xi ∈ Z32
2 ;

f (X0, X1, . . . , X7) = (π0(X0), π1(X1), . . . , π7(X7)) <<< 19, πi ∈ S
(
Z4
2

)
� ïîäñòàíîâ-

êè èç ÃÎÑÒ 34.12 � 2018 ¾Ìàãìà¿.
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Ðàóíäîâîå ïðåîáðàçîâàíèå f

Ñõåìàòè÷íîå èçîáðàæåíèå ðàóíäîâîãî ïðåîáðàçîâàíèÿ f
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Ðàóíäîâàÿ ôóíêöèÿ ÊÁ-256
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Êâàíòîâàÿ ñõåìà îäíîãî ðàóíäà

Äëÿ ðåàëèçàöèè îäíîãî ðàóíäà ÊÁ-256 â âèäå êâàíòîâîé ñõåìû ïîòðåáóåòñÿ:

3 ðàçà ðåàëèçîâàòü ïîäñòàíîâêè èç ÃÎÑÒ 34.12 � 2018 ¾Ìàãìà¿;

7 ðàç ðåàëèçîâàòü óçåë ñóììèðîâàíèÿ ïî ìîäóëþ 232;

8 êâàíòîâûõ ðåãèñòðîâ äëÿ ñîñòîÿíèé |X0⟩ , . . . , |X7⟩;

3 êâàíòîâûõ ðåãèñòðà äëÿ ðàóíäîâûõ êëþ÷åé
∣∣∣b(i)0

〉
,
∣∣∣b(i)1

〉
,
∣∣∣b(i)2

〉
.
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Êâàíòîâàÿ ñõåìà îäíîãî ðàóíäà
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Àëãîðèòì Ãðîâåðà. Àëãîðèòì Ñàéìîíà

Àëãîðèòì Ãðîâåðà. Äëÿ ôóíêöèè f : Zn
2 → Z2 íàõîäèò òàêèå x, ÷òî f(x) = 1 çà[

π
4

√
2n

m

]
èòåðàöèé.

Àëãîðèòì Ñàéìîíà. Äëÿ ôóíêöèè F : Zn
2 → Zn

2 íàõîäèò òàêîé a ∈ Zn
2 \ {0}, ÷òî

F (x)⊕ F (x⊕ a) = 0

çà O(n) èòåðàöèé ñõåìû ñ êâàíòîâûì îðàêóëîì UF .
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Ñëîæíîñòü ñõåìíîé ðåàëèçàöèè

11 êâàíòîâûõ ðåãèñòðîâ � 352 êóáèòà;

Êîëè÷åñòâî êâàíòîâûõ âåíòèëåé � 1752:
▶ Ñëîæíîñòü îäíîãî îïåðàòîðà ñóììèðîâàíèÿ: (7n− 8). Ïîëó÷àåì 7 · (7n− 8) = 1512 1;
▶ Ðåàëèçàöèÿ ïîäñòàíîâîê � 240 âåíòèëåé 2

Â àëãîðèòìå ÊÁ-256 18 ðàóíäîâ. Ïðè ðåàëèçàöèè ñ ýêîíîìèåé êóáèòîâ ïîëó÷àåì
▶ 2 · 18 · 1752 = 63072 ãåéòîâ;
▶ 352 êóáèòà.

1Yasuhiro T. et al. Quantum Addition Circuits and Unbounded Fan-Out
2Dasu V. A. et al. LIGHTER-R: Optimized Reversible Circuit Implementation For SBoxes
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Àëãîðèòì Ãðîâåðà äëÿ ÊÁ-256. Ñëîæíîñòü

Ïî ðàññòîÿíèþ åäèíñòâåííîñòè

n ⩾

⌈
256

256

⌉
= 1,

ò.å. ïîòðåáóåòñÿ 1 ïàðà îòêðûòîãî/øèôðîâàííîãî òåêñòîâ.

Â ñõåìå àëãîðèòìà Ãðîâåðà ñ ÊÁ-256 â êà÷åñòâå îðàêóëà ïîòðåáóåòñÿ:
▶ 352 + 1 · 256 + 1 = 865 êóáèòîâ.

Êîëè÷åñòâî ãåéòîâ: π
4 · 2128 · 64103.
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Ïîñòðîåíèå êâàíòîâîãî ðàçëè÷èòåëÿ

Äëÿ ðàóíäîâîãî ïðåîáðàçîâàíèÿ f (i) ñåòè Ôåéñòåëÿ íà d ðåãèñòðàõ:

f (d−1)
(
f (d−2)

(
. . . f (3)

(
f (2)

(
f (1)

(
X

(0)
0

)
⊕X

(0)
1

)
⊕X

(0)
2

)
. . .⊕X

(0)
d−2

)
⊕X

(0)
d−1

)
⊕X

(0)
d .

Ôèêñèðóåì X
(0)
1 , . . . , X

(0)
d , à X

(0)
0 = γb, b ∈ Z2. Òîãäà, åñëè ó ôóíêöèè

g(b, x) = f (d) (h(γb)⊕ x)

ñóùåñòâóåò ïåðèîä âèäà

(1, h (γ0)⊕ h (γ1)),

òî ìîæíî ïîñòðîèòü ðàçëè÷èòåëü íà 2d− 1 ðàóíäîâ òàêîé ñåòè Ôåéñòåëÿ3.

3Dong X.Y, et al. Quantum Key-Recovery Attack on Feistel Structures
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Íàëè÷èå íåòðèâèàëüíîãî ïåðèîäà

Îáîçíà÷èì âõîäíîé áëîê î.ò.

X
(0)

=
(
X

(0)
0 , X

(0)
1 , . . . , X

(0)
7

)
;

f
(
α(i), b

(i)
j

)
� ðàóíäîâîå ïðåîáðàçîâàíèå f íà i-ì ðàóíäå, b

(i)
j � ðàóíäîâûé êëþ÷ (j =

0, 1, 2);

α(i) = Σ
(
X

(i)
0 , X

(i)
1 , . . . , X

(i)
7

)
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Íàëè÷èå íåòðèâèàëüíîãî ïåðèîäà
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Íàëè÷èå íåòðèâèàëüíîãî ïåðèîäà

Èç âûïèñàííûõ óðàâíåíèé ìîæíî çàìåòèòü, ÷òî:
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Ò.å. ìû èìååì ñîîòíîøåíèÿ, ñâÿçûâàþùèå âõîäíîé áëîê î.ò. ñ âûõîäîì 4-ãî ðàóíäà. À

òåïåðü, åñëè ðàñïèñàòü ôóíêöèþ f (i)(α(i), b
(i)
j ):
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Íàëè÷èå íåòðèâèàëüíîãî ïåðèîäà

Ïîëó÷àåòñÿ, ÷òî ïåðåìåøèâàþùèå ñâîéñòâà ïðåîáðàçîâàíèé Σ
(
X

(i)
)
è f (i)

(
α(i), b

(i)
j

)
íå ïîçâîëÿþò â ÿâíîì âèäå âûïèñàòü óðàâíåíèå ïåðèîäè÷åñêîé ôóíêöèè äëÿ àëãîðèò-
ìà Ñàéìîíà.
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Ñïàñèáî çà âíèìàíèå!
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